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Abstract - There is a need for wireless communication, especially in situations where traditional infrastructure 

communication networks do not exist. This has encouraged the appearance of the infrastructure referred to as 

(WSNs). WSNs are multi-hop, self-organized and decentralized networks. The dynamic nature of WSNs 

provides many challenges that require extensive research in order to provide a satisfying performance to their 

users. The usage of battery is the most important concern in a WSNS network. In this work the Energy 

Balancing Routing protocol (EBRP) is developed and simulated which is used to obtain the efficient use of node 

energy so that secure route is obtained.  
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I. INTRODUCTION 

 The development of WSNs in wireless technology has enabled the development of low cost, low 

power, multifunctional sensor nodes that are in small size and communicate in small distances [2]. These tiny 

sensor nodes are used to sense the physical parameter and then to communicate to a remote place. One very 

important characteristic of this WSN is that they are application oriented. They are designed as per the 

requirements of applications. Individually, these sensing nodes are resource constrained and therefore are 

capable of limited processing and communication [9]. Location of these sensor nodes can be changed without 

rewiring and can be configured into different network topologies like Star, Mesh, Bus, etc. 

 

II. EXISTING SYSTEM 
 In the existing system, the Sensor Networks are still in an early stage in terms of technology. Needs 

improvement or new routing protocol focus on energy efficient routing whose target is to find an optimal path to 

minimize energy consumption in whole sensor network [2]. The energy aware routing maintains multiple paths 

and properly chooses one for each packet delivery to improve network survivability. It may be quite costly since 

indeed to exchange routing information very frequently and may result in energy burden and traffic overload for 

the nodes [2]. For these reasons it is very important to enhance energy for routing efficiently. [8] 

 

III. PROBLEM IDENTIFICATION 
 Energy is an important resource for a sensor node [2]. The main problem is its low battery-power. 

When its battery power gets off the sensor node will die. These sensor nodes are like use and throw type. Its life 

depends on its battery power. So it is very important in wireless sensor networks (WSN) [2] to make energy-

efficient protocol design that can handle this type of challenging problem.  

 

IV. PROPOSED SYSTEM DESIGN DESCRIPTION EBRP 
 

 
Fig.1 Proposed System Architecture of EBRP 
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Figure 1 shows the proposed system architecture diagram for the EBRP routing algorithm. 

 

4.1 NODE DEPLOYMENT ALGORITHM: 

This algorithm is responsible for deployment of nodes in a particular area. 

 

 
Fig.4.1 EBRP: Node Deployment Algorithm 

 

4.2 ZONE FORMATION ALGORITHM: 

 Zone Formation algorithm divides the entire are into multiple zones. Each Zone having a set of nodes 

in its zone. This is the algorithm which is responsible for deploying the nodes. The entire area is divided into 

zones with each zone bounded with the limits with some xmin and xmax. The y region is bounded within the 

limits ymin and ymax. Each zone is allocated a set of nodes. 

 

 
Fig.4.2 EBRP: Zone Formation Algorithm 

 

 

4.3 CLUSTER HEAD ELECTION: 

 This algorithm is used to elect the zone leader by computing distance value .The distance value is 

computed per zone for all nodes and whichever node has minimum value of distance becomes the zone leader. 

 

 
Fig.4.3 EBRP: Cluster Head Election Algorithm 
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4.4 MULTIPLE ROUTE DISCOVERY: 

This is used to find multiple routes from source node to destination node. 

 

 
Fig.4.4 EBRP: Multiple Route Discovery Algorithm 

 

Fig.4.4 shows the information about route discovery process: 

1. Source Node & Destination Node are inputs 

2. Check whether the source and destination in same zone. If Yes Communication happens directly. 

3. If Source Node & Destination Node are not in same zone. then check whether source node is zone leader. If 

source node is Zone Leader then add to route. Otherwise find the zone leader of the source node then add 

the source node to route and then zone leader of source node to route. 

4. Check whether destination node is zone leader then destination node is added to route. Find the destination 

zone leader and add to route and then add destination node to route. 

 

4.5 BEST ROUTE SELECTIONS: 

This algorithm is responsible for selecting the best route which has the minimum Forward Factor. 

 

 
Fig.4.5 EBRP: Best Route Selection Algorithm 
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Calculation of FAF Forward Factor 

1. No. of Hops 

2. Total Distance Compute over the route 

3. Total Energy Consumed over the route 

FAF = { Nhops  + Dtotal + Econsumed } 

Best route = min {FAF}  

Energy Consumed Econsumed is calculated by the following formula: 

                               
 

V. TRIPLE DES ENCRYPTION ALGORITHM 
All three keys being identical is known as triple DES. The triple DES key length contains 168 bits but the key 

security falls to 112 bits.[13] 

 

 
Fig.5 Triple DES Algorithm 

 

 

 
Fig5.1 Data Fragmentation Output 

 

 
Fig5.2 Packets Encrypted using Triple DES algorithm 
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Fig5.3 Packet Formation Output 

 

VI. RESULTS 
 

6.1 Energy Consumption Comparison   between EBRP and LEACH 

 

 
Chart 6.1: Energy Consumption Comparison 

 

6.2 Hops Comparison   between EBRP and LEACH  

 

 
Chart 6.2: Hops Comparison 
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6.3 Time Taken Comparison between EBRP and LEACH 

 

 
Chart 6.3: Time Taken Comparison 

 

6.4 No. of Sleep Nodes Comparison between EBRP and LEACH 

 

 
Chart 6.4: Sleep nodes Comparison 

 

6.5 No. of Non-Sleep Nodes Comparison between EBRP and LEACH 

 

 
Chart 6.5:  Non-Sleep nodes comparison 

 

VII. CONCLUSION 
 With the above implementation it is clear that EBRP can be high energy efficient than LEACH routing 

when compared with energy consumption, number of hops and number of sleep nodes in Wireless Sensor 

Network. 
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