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Abstract:. The rapid growth in the number of users in the field of web2.0 and web3.0 increases the need for the
research of systems that provide access to transparent and secure person’s identity. The lack of a unified system
of this type forces services and governmental bodies to double-check the same information several times. This
drives down user loyalty, requires additional labor costs of qualified specialists, and deteriorates security. A
possible solution to this problem can be envisaged as the creation of the user's avatar in the blockchain. This
research offers a solution with open-source code that decreases the time of deploying digital avatar management
software. Its estimated reach is 1,595 billion users.

Index terms: blockchain, authentication, digital avatar, web3.0.

I. INTRODUCTION
Due to a significant increase in the number of web2.0 and web3.0 users, the number of systems that provide their
identification has grown. The lack of a unified system forces services and governmental bodies to check the same
information several times. This reduces user loyalty, requires additional labor costs of qualified specialists, and
deteriorates security.

An important step in this area is the creation of a decentralized digital avatar (the result of collecting such data) to
simplify access to user data as well as ensure storage security and immutability.

Let's say, the client has already passed the KYC (know your client) and AML (anti-money laundering) procedures
in a service. Then, with the help of this development, a third-party service can trust the quality of this verification
since it is tied to a digital avatar. That third-party service will not need to conduct its own verification in the case
of classical identification.

The aim of the study is to develop a framework for working with a digital avatar that allows you to quickly
implement a web application (an option for interacting with a user's digital avatar) and covers the maximum
number of users of third-party services (employing a minimum number of authentication systems).

To achieve the goal, it is necessary to:

(1) Study the existing approaches to solving this problem

(2) Select the minimum scope of functions for managing a digital avatar

(3) Determine the minimum number of identification systems to obtain an acceptable level of coverage
(4) Develop the code base

(5) Get an evaluation of system performance

(6) Compare services and approaches with the resulting development

Il. METHODS AND MATERIALS
1. Technologies used

Blockchain standards — ERC725, ERC735;

Technology stack: frontend (React, Redux, Babel, Prettier), blockchain (IPFS, web3, Solc, Solidity), encryption
(ECDSA, SHA-3 (keccak256), ABI);

Why exactly these technologies: blockchain as a distributed data storage, since this approach reduces the risk
of data loss and ensures its integrity. React as it is one of the most popular front-end frameworks.
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2. Related works
Alternative Properties (Physical Data Collection)

Physical data that is collected in the AR/VR metaverses can serve as alternative properties of an avatar, including
for identification purposes. This data can be collected through headsets, smart glasses, character control gloves,
and other 10T devices. It is suggested [2] that this data should be stored and exchanged within the blockchain.
Thus, companies that rely on physical devices to gather data use the ERC725 and ERC735 standards indirectly in
terms of collecting data and linking it to a digital avatar.

Other identification methods[4]

The list of some common authentication methods includes: (1) Identifier (identification) / password: to open a
session on a computer or to authenticate on the Internet. (2) PIN code (personal identification number) to unlock
the smart card. (3) RFID card: for accessing the building. (4) Fingerprint: for unlocking the door. (5) Facial
recognition system with webcam: for starting an online session. (6) USB token. (7) One-time password token, etc.

SAuth protocol[5]

To access the system, you need to log in to service S as well as to system V, which acts as a guarantor. Both
services S and V are normal websites that the user visits every day (e.g. Twitter, Facebook or Gmail). To steal an
account, an attacker needs to gain access to both services S and V at once. The number of these services may
increase during implementation. SAuth extends rather than replaces the existing authentication methods.

I11. DETERMINING THE WAYS OF WORKING WITH A DIGITAL AVATAR
Let's define the terms. Identity is the owner of a digital avatar. Claim is a property of this Identity. Claim issuer
is a third-party service that issues confirmations in the role of a verifier. Smart contract is a set of code and data
located in the blockchain, which will be executed if predetermined conditions are met.
In this work, a digital avatar means uploading data about a person to the web3.0 system. The properties of the
avatar must be immutable and available for addition.
Let’s define the ways of interacting with the properties of a digital avatar:
(1)The way to interact with properties without confirmation: in this case, Identity itself signs the property
with its private key;
(2)The way to interact with properties with a mandatory confirmation: in this case, ldentity requests
claim from an external service. The property will be added to the user automatically after this request. In
addition, the external service needs to get not just the standard private key but the claim issuer key in order
to sign the property not as an Identity, but as a claim issuer;
(3)The way to interact with reputation management properties: other Identities (with a user key, not a
verifier key) add claim for this Identity. Next, it will wait for confirmation from ldentity. Thus, Identity
can dispute the reputation property but cannot dispute the property from a claim issuer;
(4)The way property existence check acts: one Identity must be able to know if another Identity has a
particular property.
Defining properties
When choosing platforms, preference is given to FAANG member companies (Facebook, Amazon, Apple,
Netflix, Google) as they have the largest audience of all companies.
Selected properties without confirmation: full name, email.
Selected properties with mandatory claim issuer confirmation: (1)Platform confirmation; (2)Alternative
authorization: Google is a FAANG member with around 3.258 billion users[10]; (3)Social network profile:
Facebook is a FAANG member with approximately 2.95 billion monthly active users[11]; (4)Education:
employers in most cases are interested in workers with a confirmed diploma — around 3.29 billion users, based
on the number of people employed in the global labor market[15]; (5)Professional profile: we consider Github
as an authorization service for early adopters — it features about 83 million developers [12,13]. (6)Reputation
system, credit rating, KYC, AML.: a high reputation rating allows you to improve the contractual process (loan
rate, counterparty verification, etc.). The digital avatar solves the problem of those users of the financial system
(about 6.4 billion [9]) who have to gather all proofs of their integrity every time the organization lacks trust in
other parties. (7)Crypto Wallet: Metamask — used as a crypto wallet to interact with the Ethereum blockchain.
Coverage efficiency: we calculate it based on the average number of potentially active users and take the
migration conversion to the general system as 10%. We get: (3.258 + 0.094 + 3.29 + 6.4 + 2.91)*0.1 = 1.5952
billion users.
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The final properties of a digital avatar: profiles in systems (Google, Facebook, Github, Metamask), reputation
rating (consists of a list of fines/complaints/reprimands and rewards/bonuses, etc. — confirmations are stored in
the IPFS storage).

Digital avatar personal data: full name, email address, phone number, short bio and full profile bio, date of birth,
medical card, driving license, citizenship, visa history, administrative offenses, credit rating, addresses of other
crypto wallets.

V. Development of a functional matrix

The Digital Avatar Journey:

(1)Authorization via Metamask: a digital avatar is tied to the web3.0 system (any of the blockchains) in which all
data about it will be stored; (2)Self-adding properties required to apply for KYC and AML processing; (3) Passing
KYC and AML (after this stage, we get a fully verified user whose digital avatar will not raise doubts about its
authenticity); (4)At this stage, the account can accept new properties from other verification centers and act as a
verifier on its own; (5)Additional properties that do not require (but imply, if necessary) a user request are formed
and added by third-party system participants.

. ‘ Mot self signed claims Not self signed claims Self signed claims
.-
. Claim: Education Claim: Full Name

Sign in / Sign up Claim: KYC

Claim: Credit rating Claim: Email

Claim: AML
Reputation claim Claim: Phone

Claim Employer
Sign claim Reputaion claim S
P =i

Verify center l

Request claim
Reputation
Sign claim — uén

[

Government | Any identity

o
Figure 1. Items 1, 2, 3 are the options for interacting with the smart contract.

Blocks with different types of properties (marked as claims in the diagram) display the user's journey when
interacting with them.

*Properties and services are subject to change according to implementation. In this solution, those are selected
that, with the smallest implementation, will deliver the greatest benefit from using the framework.

V. RESULTS
Code base:
Functional requirements: simplify assembly with the ERC725 and ERC735 identification standards. Take into
account all modern development standards. Develop a front-end interface to make it easier to understand how
the process functions.
1. Development of smart contracts:
1. The ERC725 standard is used as the basis. It describes proxy smart contracts that can be controlled with the
help of multiple keys and other smart contracts. In this case, all the control, like all the keys, belongs to the users.
Such an approach prevents data leaks. A public smart contract allows the use of a digital avatar in a decentralized
manner, which in turn gives access to Dapps platforms.
Accounts based on smart contracts that comply with this standard have the following benefits: (1)can contain any
asset (ERC20-like tokens etc.); (2)can execute any smart contract and deploy smart contracts; (3)have upgradeable
security (via change of ownership, e.g. to gnosis-safe); (4)are simple enough to work for a long time; (5)offer a
possibility of extension due to additional standardization of key/value data; (6)can act as owner/controller or
trustee of other smart contracts.
Accounts can also be based on the ERC735 standard. This is a related standard for adding and removing statements
to the ERC 725 identification smart contract. Next, we’ll specify the set of properties required for implementation:
(1) claim issuer: another smart contract or obtained account that issues a statement about that person. The
statement publisher can be the identity contract itself; (2) claim checker: a smart contract or derived account that
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returns a statement about the Identity properties. For example, whether they have an education or whether their
medical record is linked to their digital avatar;
(3) claim: a claim is the information that the issuer has about the owner of an identity. This contains the following:

e (3.1)topic: uint256 is the number that closes the subject of the sentence. (e.g. 1 biometric, 2 residences.
Numerical schemes and subtopics based on number ranges are to be defined);

e (3.2)scheme: The scheme against which this statement should be tested or how it should be processed.
It's uint256 for different schemes. For example, this could trigger a contract validation, where the data
would contain information about a function call and the contract address of the issuer for the function
call (must be defined). This can also denote different types of keys, such as 1=ECDSA, 2=RSA, etc.;

e (3.3)issuer: address of the contract with the issuer's identities or the address used for placing the above-
mentioned signature. If it is an identification contract, it must have the key with which the message was
signed. If the key is no longer available, the statement should be regarded as invalid. The issuer can also
be the address of the contract itself. The requirement for the contract can be checked with a data call;

e (3.4)signature: A signature that proves that the issuer of the application issued the application topic for
this identity. This must be a signed message with the following structure: keccak256[] (address
identityHolder_address, uint256 _ topic, bytes data) or keccak256(abi.encode(identityHolder_address,
topic, data));

e (3.5)data: A hash of complaint data located elsewhere, a bitmask, call data or actual data based on the
complaint scheme;

e (3.6)uri: location of the complaint: it can be HTTP links, swarm hashes, IPFS hashes, etc.

Build a smart contract with the random name KeyHolder, which extends the ERC725 standard and facilitates
working with key storage for smart contracts or record discovery:

(1)When creating the contract add a control key for KeyHolder with the ECDSA encryption algorithm[18];
(2)Add the ability to store information: address; uint256 value; bytes data; bool approved; bool executed; (3)Add
arrays for storing: keys, details about keys, data about key schemes; (4)Implement the functionality: reading (from
arrays for storage), adding and deleting data.

Develop a smart contract called ClaimVerifier, which implements the functionality of checking the authenticity
of a signature proposed by Claim:

(1)Implement the functionality: checking for validity, checking for validity by decrypting a signature using the
SHA-3 algorithm (keccak256). The data specified in the description of the ERC735 functioning takes part in the
validity check; (2)Thus, expand the functionality of KeyHolder.

Build a smart contract called ClaimHolder, which extends the functionality of KeyHolder and ERC735:

(1)The data format for working with the property is specified in the description of the ERC735;

(2)Deletion and viewing occurs by property id.

Develop a smart contract called Identity, which extends the functionality of ClaimHolder and simplifies the
functionality of reading Identity.

Work with properties and basic services occurs through ABI:

const contract = new web3.eth.Contract(ClaimHolder.abi, identity)
var tx = contract.methods.removeClaim(claim).send({

from: (wallet address), gas: 3000000
b

2. Development of the front-end part:

On the start screen after authorization, we have the opportunity to create 3 entities: identity, claim issuer and
claim checker. All actions with adding properties are carried out by inserting data into the pop-up form.

Let's add a new one or import Identity. When creating a new one, add the ECDSA management key (where the
private key is stored by the user, and through public access, you can check whether they have access to this
account). We examined the personal account, which is shown in fig.1.

DAF

4 Identities + Adde  Owner  new Identity =
0DFSa  0x313A

Address: 0x0 4CE796cC6b2FT 7

Owner: 0x313AaDcA1756CaadC7BCB26FFO8175c95DC FBE3S

® Claim lssuers Addr  Owner

@ Claim Checkers Addr  Owner

Figure 1. User's personal account after creating their digital avatar.
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Besides, all transactions of interacting with the blockchain are stored in the Redux data storage. This way, we can
display all the events that were recorded on the blockchain.

Properties without confirmation

We fill in the digital avatar: full name, email address, phone number, short and full profile description, date of
birth, emergency medical card (medical notes), driving license, citizenship. As a result, we get a digital avatar as
in fig.2.

Addr  owner  new Identity o
C220  Ox313A

ozsiy moaa KOt Purpase Type

OxB57a6c... Management ECDSA 0
Addr  Qwner
P Claims + Data Issuer Status.

Full Name identity Full .

& Claim Checkars Addr  Qwner

L S S S S S Y

Figure 2. Personal account after adding all the properties that a digital avatar can add on one’s own

At the same time, the functionality of reviewing transaction data is provided.
Subject, Issuer, Claim ID, Type, Scheme, Data, URI, Combined, Signature, Recovered, Hashed, property
validated or not. In the case of adding properties on one’s own, they will be confirmed automatically.

Properties with mandatory confirmation

To work with this property format, it’s necessary to create a Claim Issuer.

To do this, you need to follow several steps. The interface for performing these steps is shown in fig.4:

(1)Create a user as part of Claim Issuers. (2)Add the service that will confirm this Claim Issuer. For this purpose,
it’s necessary to specify the URL address (to which the user will need to be transferred to confirm the property)
and the property itself. As an example, consider the creation of a digital avatar verification service on this platform.
(3)Create in the interface and add a private key to the Claim issuers confirmation server configuration file.
(4)Restart issuer service.

Daploy a new Claim Issuer contract - A Shgmas Sarvicnto Gl sauer

.

Add a Key to an Identity:
Verify center of' Summary Purpose  Claim Signes
Keys + Purpose Type Ty | ECDSA
Dx5280c3. Management ECDSA 8 | 44— Ky 1281
Oxddd0o8 Claim Signer ECDSA Public Key —rrer
+ Private Ky OxB7a122564dco8b751dBARS
Claim Signer Services leon  Claim Type m

hitg:127.0,0.1:3010 verfy G Verified

Figure 3. Personal account with functionality for adding a Claim Issuer

It should be noted that verification services must be implemented by an external service independently. When
adding a property, it is necessary to sign it with the above-mentioned verifier key.

Next, we will demonstrate how you can get property confirmation from an external service. To do this, click on
the “Claim +” button and select (in the pop-up window) the service that was created above. The user will be
redirected to the service URL that will sign the user property. After that, a pop-up window will be created with
the data received from the external service, and the user will be able to add this property to themselves. After that,
it will appear in the list of properties of this digital avatar. The front end is shown in fig.4 below.
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Add a Claim from an Issuer:
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Oxafcat27792acts150670673:

EE=
Figure 4. Algorithm for adding a property from a third-party service (Claim Issuer)

To work with the reputation management functionality, the following has been implemented: adding a
property that affects reputation, as well as confirming this property from the digital avatar itself. The front end is

shown in fig 5. below.

To demonstrate the functionality, you need to create a “new Identity 2” user and add a reputation property to it
via a pop-up window. After that, this property will appear for the user in the properties of the digital avatar. To
confirm this property, the “new Identity 2” digital avatar must log into their personal account and click on the

“Approve” button.

Add a Claim 10 an Identity:

new Identity 2 &

Keys Purpose Type

0x802796. WMaragement £cosa
Claims Data Issuer status

Roputation  Goodperson  new dentity Un-Agproved

l Surmar

Keys + Purpose Type

new Identity 2

new Identity 2 "

Keys + Pur

0x802790

Claims +  Data tesver

0x802766 Management £COSA

Claims + Data Issuer Status

Reputation  Good person

Figure 5. Ways to work with reputation properties

Checking for the presence of properties

To work with the functionality of checking the presence of properties, we need to add a Claim Checker. You
must specify the name of the trusted claim issuer, which is responsible for adding the property to be checked
(Trusted Issuer), the property (ClaimType) for checking, and the button call method to be checked (Method
Name). The verification algorithm is shown in Fig. 6.

In the current demo, the Digital Avatar named 'new lIdentity' has passed verification, while the avatar named

'new Identity 2' has not.

Deploy a new Claim Checker Contract:

Hame

Trusted lssuer

Claim Type  Verifie

Methed Name | Check ver

4[—’ B

Check for valid claim:

new identity

Verified center

Figure 6. Checking the digital avatar property

Block  Identity Claim Type s
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Performance Evaluation

Experiments were performed on a local server with the following parameters: Intel Core i7, 2.4 GHz, 8 GB of
RAM, and 1 TB of SSD storage. The experiments were carried out on a blockchain of size N € {100, 500, 2000}.
For each test, records and 50 measurements are collected.

Testing was done in the Chrome web browser using 10 concurrent requests. The results are shown in the table
below.

Evaluation Nel

*DA — digital avatar

*DA-{S}-{V}-{T}{A} — where S is the number of the properties that the user signed themselves, V is the
number of validated properties from a third-party verification authority, T is the number of reputation properties
and A is the number of accepted reputation claims.

The results of this evaluation are shown in Table 1.

Table 1. Frontend interface performance evaluation depending on the number of digital avatar properties

Options Loading time Data
Fetch/XHR [s] volume
[kB]
DA-0-0-0-0 1.06 1.5
DA-1-0-0-0 1.24 6.7
DA-9-0-0-0 1.46 48.7
DA-9-1-0-0 1.46 54
DA-9-1-1-0 1.4 55.6
DA-9-1-1-1 1.51 59.3

Evaluation Ne2

The initial blockchain (N = 1) was found to be 19 KB in size. As the number of records in the blockchain increases,
so does the total size of the blockchain. The average response time with 1 entry on the blockchain takes 54ms,
while the call time with 1 entry takes an average of 2196ms. The scaling of the experiments was limited by the
memory resources of the local computer. Although the initial size of the blockchain was small, the limiting factor
was the amount of RAM needed to run system resources simultaneously.

The blockchain response time is comparable to the response time of the login function and the system data
update function. The response time of the functional matrix is closely related to the call time.

The reason is that the implementation is related to the interaction with the blockchain network. Each call to the
smart contract function leads to mandatory communication in the form of reading or writing data. Another thing
to note is that as the number of records in the blockchain increases, the response time to requests or calls to the
blockchain, as well as the functions of the system, increase slightly.

The results of this evaluation are shown in Table 2.

Table 2. Blockchain performance evaluation depending on its size
Smart contract N=100 N=500 N=2000

features

DA registration 2560175 2620490 2657+76
Add claim 227314  2289+15 2305%19
Remove claim 2251+18 2267422 2271421
Accept claim 220215 220514 2218+12
Request for 54+1.9 56+1.6 59+2.4
reading claim

Blockchain size 38 112 392
[kB]

Comparison of services and approaches with this solution
Let's introduce the term DAF to denote this solution (Digital Avatar Framework). The results of this comparison
are shown in Table 3.
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Table 3. Results of comparison of this solution with alternatives
Solutions SAuth Firebase Moralis DAF
Authorization + + - +
support in many
web2.0 systems
web3.0 support - - + +
Property - - - +
validation
Decentralization - - - +
Reducing the risk  + - - +
of data loss
thanks to
authorization
through
additional
channels

V1. Discussion

From a scientific point of view, scalability is a typical problem of blockchains [14]. Assuming linear
scaling to 20k users, we estimate that the response time to a request on the blockchain will increase by about 46%
(86ms). In particular, the call time will increase by about 7.5% (2.4 seconds).

The results of the development of the functional matrix indicate that all parties of the smart contract
should equally participate in the system in different roles: digital avatar, verifier, digital avatar reputation applicant
(the digital avatar itself acts as the applicant).

From a managerial point of view, the most effective way to ensure the broadest possible identification is
to increase the number of participants in the network of Digital Avatars. In this case, compiling a complete picture
of a user on the network will be quite a feasible task.

Thanks to this solution, the user does not need to worry about several problems: (1)stability of the server
and data forgery, since in web3.0, code execution and data storage are distributed between network nodes, which
means the network cannot refuse to work and the data cannot be forged, since this requires the consent of all
nodes. (2)Data access — access as well as data control is only on the user's side, as well as their private access
keys to the system.

VII. Conclusion
During the research, each of these tasks was completed:
(1)The existing approaches to solving the problem were studied: the collection of alternative properties (physical
data), alternative identification methods (such as physical media: RFID, etc.), and the SAuth authorization
protocol;
(2)The minimum functionality was selected for this solution to ensure rapid implementation of the digital avatars
system and maximize its effectiveness;
(3)It’s enough to use the sample of the properties indicated in this study to achieve such a remarkable result;
(4)Based on the ERC725 and ERC735 identification standards, an open-source library was launched that takes
into account all modern development standards. A frontend interface was built to make it easier to understand
how the process functions;
(5)An evaluation of the performance of the developed system and the effectiveness of the coverage was obtained;
(6)A comparative analysis of DAF with such services and approaches as Firebase, Moralis and SAuth was
performed.
It was established that the minimum set of information (self-filled profile, one property from the verification center
and a confirmed reputation property) have a load time of Fetch / XHR requests in the frontend interface of 1.51ms
and the result weighs 59.3kB.
It was found that the size of the blockchain for storing 2000 accounts is 392 blocks and the coverage is
approximately equal to 1.5952 billion users.
The goal of the study was achieved: an open-source code was developed to reduce the deployment time of software
for managing digital avatars.
In the future, this framework can be supplemented with its own services (such as text recognition of submitted
documents, searching for information about a digital avatar on the global Internet, etc.) that simplify the work of
external services. Plus, access rights will be granted to those who require information about a digital avatar. In the
future, it is planned to study the properties and integrations of services to increase the coverage of the system.
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From a managerial point of view, this solution allows you to safely store and manage your data. It remains
immutable because it is in the blockchain network, which features many copies of this information. Management
is simplified when the network welcomes a large number of participants since they can partly take over the
functions of managing this data (verification and confirmation).

From a scientific point of view, this solution, when compared to others, shows greater adaptability to solve the
problem of secure identification and simplification of data processing and storage, which was established during

the study.
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