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Abstract:

In A World Of Business The Data, Information And Assets Endowment Millions Of Real-Time Interacting
And Communicating Products, Systems Created On Internet Of Things (lot) Technologies Purposes On
Exploring These Assets In A Buoyant And Workable Way Permitting Them To Spread Their Complete
Potential

The Two Innovative lot Smart City Applications That Refers To Energy And Heat Management By Utilizing
Different Possessions And Resources I.E, Different Meters, In Mandate Tooptimize Use Of Energy In
Commercial And Residential Areas Is Discussed In This Paper.The Second Application Refers To Cruise
Control For Public Transportation, And Aims At Utilizing Different Resources (Such As Environmental And
Traffic Sensors) In Order To Provide Driving Recommendations That Aim At Eco Efficiency. We Also Highlight
The lot Challenges As Well As Potential  Enabling  Technologies That Will Allow For The
Realization Of The Proposed Applications.
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I.  Introduction

Accordingtocisco[1],During2008, ThenumberofThingsconnectedtotheinternetexceededthenumberof
Peopleonearthandby2020therewillbe50billion,Shaping Arichdigitalenvironment.Sensors, IntelligentFixed
AndMobileplatforms(E.G.Smartphones, Tabletsandhome Gateways),MassivescalecloudinfrastructuresandotherNe
tworkEnableddeviceswillallneedtocooperateandInteracttocreatevalueacrossmanysectorsinsmartcities. Thisdigitaln
viromentcreatesatreasuretroveofinformation,WhichisthekeyenablerforembeddingwisdomInto
Objects. Theaddedvalueinacitycontextisthatby Makingobjectssmartercostsavingsandincreased
Efficiencieswillbecreated, Thusallowingforlong-Term Economicgrowth[2].
Realizingthevisionofsustainablesmartcityapplications Requiresforenhancinginternetofthings(lot) Technologies
WithnewwaysthatwillenablethingsandobjectstobecomeMorereliable,Moreresilient, Moreautonomousandsmarter.
Ashighlightedin[3]Humansevolvebecausethey Communicate, Creating Knowledge Out Of Data And
WisdombasedOnExperience.ApplyingthismetaphortotheiotDomainmeansenhancingobjectswithtechnologiesthat
Wouldenablethemtoevolvebasedontheknowledge Derivedfromthedatastreamsandtheexperienceoftheir
Exploitationandofotherobjectsexploitationbyiot Applications.To This Direction, Current Research Approaches
Focusonallowingobjectstoexchangeinformationinorder Toenhancetheircapabilities, Targetingmoresustainableand
Green Smart City Applications [4].Thusandaccordingtoa Reportbyeconomist[5],Futuresmartcitieswillbaseiot
Serviceprovisiononthedigitalreflectionofthingsand Citizens,Whichwillbringmuchgreaterefficiency. Towards
Thisdirection,ApproacheshavebeenalreadyproposedasforExamplethroughtheuseofusingintelligentparking
Reservation Policies [6] Or Decision Support Systemsfor Environmentalcrisismanagement[7].

Nowadays, CitiesbecomesmarterandsmarterbygoingDigital: Theydeploydigitalequipmentthatisutilizedby
Variousapplications(E.G.StreetcamerasfortrafficiamControl,Sensorsfortransportationtimes, Etc), Whilethereare
Alsoenterprisesthatuseobjectstoprovidedadded-Value Services(E.G.Google Street Views).Moreover, There Is A
MultitudeofmobiledevicesusedbyindividualscontributingServicesandinformation. Inthisrichdigital-Butdiversein
Termsofobjectscharacteristics VHFXULW\ UXOHV FRQWULEXWRUVY Motivations, Served Applications,
Etc.-City Environment Severalquestionsariseon:

X Howtoexploitthemultitudeofobjectsinad-Hoc Defined,Ondemandapplications?
X Howtomanagethevolatilityanduncertainty Introducedduetoreal-Worlddynamicsandensure

Qualityofinformation?Xhowtomakeexistingobjectssmarter?

X Howtoenableobjectstoadapttodifferentsituations Andcontexts?

X Howtoaddressbydesignconsiderationsrelatedto Security, Trustandprivacy?

X Howtominimizedatamovementgiventhenumber Ofobjectsandthedatageneratedbyeachoneof Them?
TheTwodemonstrativejustifiableSmartcityiotpresentationsOfsmartheatandelectricityManagement,Andeco-
Consciousexpeditioncontrolforpublic Transportation, Alongwiththechallengesandenabling
TechnologiesfortheirunderstandinglsPresentedInThePaper. Theseapplications
HighlighttheneedfortechniquesthatincorporatetrustandSecurityandprovidebuilt-Inprivacysupporttothe
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Applications,Aswellasmechanismstoovercomelimitations
Inthemanagementandexploitationofmillionsofunreliable, Non-Autonomousthingsandofthecorrespondingdataand
Informationflows.

1. Smart Heat And Electricity Management
Withintheboundariesoflondonboroughofcamden, Thebrunswickcentreandampthillestate, Aninterconnecte

dlot-
Basedsystem(Usingasabasisanenergyplatform)IsRequiredforsmartheatenergymanagementwhileaddressing Thereta
ildomaininthespecificarea. TheapplicationwillLeveragetheexistingenergyiotinfrastructure(OwnedbyLondonborou
ghofcamden) Toexploitsources,Sinksand Mediationofsensors,Actuatorsandprocessorsofiotdata. Asalreadymentione
d,TheapplicationwilluseasabasisanEnergyplatform,Namelyenergyhive[8](Designedand Implementedbyhildebrand
[9])ForsmartheatandElectricitymanagement. Thespecificgeographicareawillbe
UsedasalivinglabtobuilduponexistingenergyiotInfrastructuredeployedbythecouncilandoperatedbyHildebrand. Thei
conicbrunswickcentrehasapproximately
S50retailersandrestaurants,500domesticpropertiesowned BycamdencouncilandapublicsquareattractinghundredsOf
Thousands Of People A Year.Currently There Are 300 Propertieseachhavingaconnectedheatmeter, Wi-Firouter
And7"Androidtabletdisplayingreal-Timeenergy Consumptionfromthecouncil'sdistrictheatingsystem. This
Systemisdesigned,Builtandmaintainedbyhildebrand. TheApplicationwillbeusedbyretailers,Residentsandvisitorsas
Endusers.Streamswillincludereal-Time:1)Energy Production And Demand, 2) Shopper Dynamics From Wi-Fi
Signaltriangulation,3)Environmentalandenergydatafrom Retail And Restaurants.A Pop-Up Shop On Site Called
The Brunswickhive[10]WillserveasafocalpointforcitizensProvidingheatandelectricityinformation. Thepop-
UpshopWillbeopenedandoperatedbyhildebrandincludingaDirectoryservice,Proxyandmediationforstreamsakintoa
SIP,Inthattherearetwobandsforcommunication,A)ForMessagingthroughtcpandb)Forpuresignaldatathrough
TCP/UDP.
FollowingtheimplementationoftheeuenergyPerformanceofbuildingsdirectiveandcomplyingwithec
Directive2006/32/Econenergyend-Useefficiencyand Energyservices[11](Whichsetsoutthattheenergybillsfor
Householdcustomershavetobesufficientlydetailedand Servedfrequentlyenoughforcustomerstobeawareoftheir
Energyconsumptionandcontrolitaccordingly), ThisApplicationwillallowforreducingelectricitydemand,By
Communicatingreal-Timeelectricityusageabouttheenergy
Consumptionofbuildings(Includingtheconsumptionofthendividualappliances) Totheendusers.Smartmeterswillbe
UsedtoenableautomaticenergymanagementthroughtheRecordingandreal-Timereportingofaccurateconsumption
Informationautomaticallyandremotely. ThroughtheCorrespondingheatandelectricitysensorsaswellasthe
Environmentalsensors,lottechnologieswillutilizethisIinformationatreal-Time(E.G.Throughthereal - Timeanalysis
Ofstreamingdataforsituationalawareness)InordertoEnableadjustmentoftheenergyconsumptionbasedon
Variousconditionswithinthebuilding(Suchastemperature Andlighting). Technologiesarerequiredtoallowthingsto
CommunicateinordertosharetheirexperiencesandenableRuntimeadaptationofthecommunicatingdevices(l.E.
QHWZRUN Rl  WKLQJV Dv ZHOO DV WKLQJ)VY{ FRIJQLWLYH FRQWURO IRU
Examplepredictivecontrolofheatingbasedonhowexternal Temperatureaffectsspecificheatsystemsdeployedina
Building.lottechnologiesenablingeventdetectionandCorrelationwithothereventsandactionswillalsobeapplied
Enablingtheidentificationandanalysisofthingsbehavior Thatmayhavecausedspecificeventsforexampleinthecase
Ofafire.Furthermore,Basedoniottechnologiesfor  Informationreliabilityandvolatilityidentification,Userswill Be
Promptly Informed In The Case Of Abnormal Appliance  Consumption,Damageornon-
Standardconditions. ToolsforAnalysisonstoragewillprovideknowledgeregardingthe
Consumptionpatternstotheendusersinordertopromote Energysavingthroughoptimizationofappliancesusage. Built-
Insecurity,Privacyandtrustwillallowformorepeer Basedinteractionsandintegrationofvarioussensorsand
Actuatorswithinthebrunswickhivesoastohaveamore Completepictureatanytimeofthecityheatandelectricity
Information, ThusallowingenergycompaniestoinnovateBuyofferingatreal-Timetotheircustomersnewtypesof
Tariffsthatwillallowcustomerstotakeadvantageofcheaper Dealsatoff-Peaktimes.Furthermore, Inthefuture,Smart
Meteringisexpectedtoplayanincreasinglyimportantrole Besidesresidentialalsoincommercialbuildings. Thusthis
Applicationwillexplorehowenergysemanticsaffectretail Marketingandoperations,Providingvaluableinformationto
Thecamdencouncilinordertoputinplacethe Correspondingrulesandregulations. Theapplicationis
Expectedtoengageabignumberofparticipants/Volunteers(Residents, Visitorsandretailers),Referringtomorethan500
Residents,5000visitorsand50retailers.Education, Awareness,Enduserengagementareallenhancedbyhaving
Aphysicalshowcasethroughthephysicalshop,Allowingfor Closeinteractionwithendusersinatrulycollaborativeway.

Intermsofinfrastructure, TheapplicationisexpectedtoUtilizemorethan300heatmeters,250electricitymeters,An
Environmentalmonitoringstation,350Wi-Fimeshunits,300
Androidtablets,AmobileapplicationforpersonallocationSensing,Londontransportationdata,150wirelesssensorsfor
Temperature,Motionandlight,250lowpowerwireless
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Sensoraccesspointsandenergyhiveplatform. Thelnformationhub(Thehive)lsasystemthatsupports
Messaging,Devicemanagement,Persistence,BasicstreamProcessing,Analyticexecution,Endpointconsumptionand
ControleventgenerationwiththecharacteristicsoflargeScalethroughput(300,000messagespersecond),Layering
(Openapisatvariouslevels)Anddomainspecificsemantics.

I11. .Eco-Conscious Cruise Control For Public
TRANSPORTATION

Withtransportationbeingoneofthemainactivitiesof Dailyliving£Europeansspendonaverageanhourperday
Travelling[12],Citiesaimatprovidingvariousmodesof WUDQVSRUWDWLRQ H J EXVHV WUDLQV
WUDPV PHWURV SUHQWDEOH"  Bikes,Etc)Whileconsideringtheenvironmentaleffectsgiven
That12%Ofglobalco2emissionsarecausedby Transportationmeans[13].Accordingtoastudyofukair
Quality[14],Roadpollutionismorethantwiceasdeadlyas Trafficaccidents,Whilecarpollutioncausessevereheath
Damageandrisksinprematuredeaths[15]. OntheotherHand,Oneneedstotakeintoconsiderationtheemerging
Landscape:CitiesgoingdigitalbydeployingvarioussensorsAndadditionalinformationisprovidedbyindividuals
Throughtheirmobiledevices. Inthiscontext,Internetof Things(lot)Asanunderlyingtechnologyaimsatcreating
Smartenvironments/Spacesforenergyandmobility (AsDescribedbytheeuropeanresearchclusterontheinternet
Ofthings[4]). Theaforementionedfactsandfiguresaswell Astheiotunderlyingtechnologieshighlighttheneedandthe
Potentialforiotenvironmentsthatwillaimataddressingthe Domains Of Smart Transport And Smart Energy, Which
HaveBeenidentifiedamongstthemainiotapplicationsintheeu Strategicresearchagenda[16]. Thegoalofthisapplication
Is To Enhance Public Transportation Systems In Order To Increasetheirefficiencywhiletacklingenvironmental
Aspects.

Takingforexamplethecityofmadrid, EMT[17]Operatesthecitybuslines(Intotal215lines) Throughafleet
0Of2095vehicles,Whichhaveanaverageageof6.04years. In2011,Emtoperatedatotalof7.11millionhoursand
95.45millionkilometers,Withanaverageoperatingspeedof
13.43Km/H.GiventhebignumberofvehiclesandtheirOperationthegoalofthescenarioistooptimizethedriving
Conditionsofthebusesinordertominimizeairpollution. Thebusesareequippedwithgpsdevicesproviding  Information
Regarding Their Location And Speed.Moreover, Cityofmadridhasdeployedsensorsinthestreetsregarding The
Traffic Lights, The Environmental Conditions, And The Traffic
Congestion,Etc.InthisscenarioweproposetotakeintoConsiderationtheavailableinformationfrommobilesensors
Deployedinthebussesregardingtheroutes,VehicleInformationsuchascarspeed,Roadslope,Location
Informationfromgpsdevices,Aswellasfromstaticcity Sensorssuchasstreetcameras, Trafficlightslocationand
Changingintervals,Speedofcars,Roadlights, Temperature Andingeneralweatherinformation(E.G. Ice,Rain,Etc).
Additional Information May Be Provided By Citizens From Theirmobiledevices(Suchassmartphonesandtablets)
RIIHULQJ YLHZVIURPWKHGHYLFHV{ FDPHUDVUHJDUGLQJURDG
ConditionsOrPotential Accidents. ThroughThisInformation
Aninnovativescenarioreferstoenhancementofbusescruise Controlinordertotakeintoaccountvariousaspects(l.E.Eco-
Efficiency, Weather, Traffic Jam, Etc).TheproposedcruiseControlapplicationwilloffereco-Savingconsideringthe
Locationofthebus, TheroadslopeandthespeedofotherVehiclesintheroute(E.G.Noneedtoincreasespeedandthus
Consumegaswheninlkmthespeedofthecarsis40%Less Thanthecruisingspeedorwhenatrafficlightwillturnred).
lottechnologieswillmanagethereliabilityofthethingsand Thecorrespondinginformationflowsandwillextract
Knowledgeatreal-Timeoutofthedatastreamscontributing Tothesituationalawarenessbothregardingthebusesand
Othervehicles(E.G.Position,CO2emissions,Schedule,Etc)

Aswellasregardingtheenvironment(E.G. Trafficcongestion,
Trafficlights,CO2emissions, Temperature, Humidity,Etc). Moreover,SafetyWillBeincreasedbyutilizing
InformationRegardingthelocationandspeedofthebuses, Theroadlights, Slipperyand

Potholes, Theweatherconditions(E.G.Ice) Andthe Speed Of Other Vehicles.lot Technologies Will Allow
Thingstolearnfromtheexperiencesofothersandthusadapt Toreal-Timesituations.Forexampleandinordertoachieve
Optimumbreaking, ThingsusedtolocateandidentifythebusMovementwillprovideinformationregardingthebus
Systems(E.G.Breaksortires)ReactionforspecificsituationsSuchtheweather, Thedrivingconditions, Thetemperature,
Etc.ThisInformationWillBeCommunicatedToOtherBusesWiththesamecharacteristics(Inthiscasewithsamebreaks
Ortires)Inordertooptimizetheircruising.

Inmadrid, Thecurrenttechnologicalinfrastructuresfor PRELOLW\ XVHUV LQFOXGH RQ WKH (071V
VLGH:L-FihotspotsonThe2.000buses(Withm2mcommunications),350Street
Informationdisplays(Withm2mcommunications)Andover
4500 Bus Stops.Parking Facilities For Car Sharing With Electricvehiclechargingslots(67slots)Andtraffic
Managementinformationsystemscouldalsobeexploitedby Theapplication.Besidesthese, Thecurrenttechnological
InfrastructuresinmadridcityandsimilarsmartcitiesincludeReal-WLPHLQIRUPDWLRQRQEXVHVY
ORFDWLRQV DUULYDO WLPHV Averagevelocityonstreets,Etcwithover3.000.0000f (071V $SS XVHUV
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SHU  PRQWK Whatismore,Parkingfacilities ~ Canbeusedforaccessingthecarsharingvehiclefleet,And
Parkinglotswiththecharginginfrastructureneededfor Electricvehicles.

IV. .Challenges And Enablers

A.Challenges

Therealizationoftheaforementionedindicative Sustainableapplicationsinasmartcitycontext,Raisea
Numberofchallengeswithrespecttoiot-Basedsystems.Oneofthechallengesreferstoembeddingintelligenceinto
ThingsbyenablingthingsanddevicestolearnandbecomeSmarterandmoreautonomousthroughthedescription,
Sharingandexchangeofexperienceswithotherthings,AsWellashymanagingthethingsreliabilityfollowingthe
Volatilityintroducedduetoreal-Worlddynamics.AnotherChallengereferstothemanagementofheterogeneousdevice
Platformsinadecentralizedway,Bycoordinatingthedevices

Exploitingwkhlu3Vrfial-Behavior LQWHUPVRIUHODWLRQVKLSV
Withotherdevices,Goals,Location,Administrationrule, AndByadaptingthenetworkofthingsbasedontheevaluationof
Eventsimpactandtheanticipatediotapplicationrequests. FurthermorePertinentissueswithrespecttoend-To-End
Security,Privacyandtrustneedtobeaddressed. TechniquesArerequiredwithinandacrossdifferentlevelsofiot-Based
Systems:Hardware-Codedsecurityatthedeviceslevel, Securityandprivacyinstorageatthedatalevel,Reputation,
Trustandprivacyprofilingofthingsandprovidersaswellas TechniquesToMinimizedatamovementinordertoprevent
Informationinference. Additionalchallengesrefertothe Supportforscalabledataandinformationmanagement,
Throughrichmetadatastructuresthatcapturethesocial-Aspectsofthings, Allowforreal-Timeanalysisofdatato
Obtainthepotentiallyvaluableknowledgefromthelnformationflows,Whilemanagingtheexponentially
Increasingamountofgenerateddata.

B.Enablers

TherepresentativechallengesdescribedpreviouslycanBeaddressedbyarchitectures,Modelsandenabling
TechnologiesthataimattacklingchallengesondifferentLevels:Information,Data,Devicesandmanagement. Onthe
Informationlevel, TechnologiesarerequiredtoobtainVValuableknowledgefromthedata(Eitherstoredoratreal -
TimethroughtheanalysisofstreamingdatabasedonComplexeventprocessingtechniques), Toidentifyreliability
Andvolatilitypatterns, Toevaluatetheinformationprovided Bythedevicesandenablingmechanismstobeputinplacein
Ordertoovercomethevolatilityoftheinformationprovision, Thusenhancingthecorrespondingqualityofinformation
(Qoi).TechnologieswillEnableeventstobedetectedFromThecorrespondingdataflowsandtheirimpacttobeassessed
InordertodeliveradditionalknowledgetothemanagementMechanismssoasToperformthecorrectiveactionsat
Runtime.Onthethingslevel, TechnologieswillenableDescriptionandsharingofexperiences, Thusallowingthings
TolearnbasedontheirexperiencesandtheexperiencesofOthers(Withthesamecharacteristicsandoperatingunderthe
Sameconditions)Withrespecttospatial-,Societal-,Application-Andsituational-Relatedaspects. Experienceswill
Capturefunctional (E.G.Performance,Responsetime, Availability,Reliability, Accuracy) Andnon-Functional
Properties(E.G. Trust,Usersexperience,Expectations, Motivations)Ofthings,Allowingthingstoadapttodifferent
Situationsbasedontheir/Othersexperiencesandthusacting In A More Autonomous Way.Security, Privacy And
Trust Considerationswillalsobetackledthroughiottechnologies.

Furthermore, lottechnologieswillallowfortheDecentralizedmanagementofthethingsexploitedinsuch
Applications,Enablingefficientmanagementand Coordinationofthebignumberofthings.OvercomingThe
ManagementlimitationfortheexponentiallyincreasingNumberofthingsrequiresfortechniquesthatbase
Managementandcoordinationdecisionsongoal-,Administration-,Service-, Interaction-,Proximity-,Location-
Andreputation-Orientedprinciples. Whatisofmajor Importanceregardingtheenhancedandautonomous?
Managementtechnologiesistheirabilitytoadapttoreality. Analyzingrawdatawillprovideasnapshotofthenetworkof
Thingsbehaviorandstateatanytime, Triggeringactionswith
Respecttoresourcesanddatamanagement.FinallyandgivenThatthingsfollowtheadministrativeruleoftheirowners/
Operatorsorofacommunitywithspecificgoals, TechniquesWillallowfordevelopingsecurity,Privacyandtrustprofiles
Ofthingsandthepotentiallinkagewiththecorresponding Administrativedomains, Thecontexts,Conditionsandevents
Associatedwiththeiroperation.

V. Conclusions

Weareexperiencingasecondhistoricalsurgeof Population Movement From Rural Areas To Urban
Areas.The
LatestunreportonthesubjectofsmartcitiessuggeststhatTheworldwillneedtocreate10.000newcitiesby2040,And
Thechinesearealreadycommittedtobuilding100newcitiesToaccommodatethe385millionpeoplereportedtobe
Movingfromthecountrysidetothecity. There Are To Beseven Newcitiesin Korea, Six Arebeingplanned For Saudi
Arabia,AndthereareprivatesectordevelopmentsunderwaySuchasplanitvalleyinportugalandlavasainindia. The
Digitalagendaforeurope[18]HVWDEOLVKHVWKDW36PDUWXVH
OftechnologyandexploitationofinformationwillhelpustoDGGUHVVWKHFKDOOHQJHVIDFLQJVRFLHW\
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DQGLQ(XURSHPRUHThan70%Ofthepopulationconcentratesinurban

Environments, WithacleartendencytoincreasethisPercentageEvenmorelnThenearfuture. Mostsociety
Challengesmustthenbeaddressedandansweredfromthose Urbanconglomerates, Usuallywithscareresourcesand
Complexpoliticalorganizationsinwhichdecision-MakingBecomesacumbersomeandawkwardprocesswithlackof
Transparency.

7KH WHUP 36PDUW &LW\" FDQ EH XQGHUVWRRG DV D VKRUWKDQG Fortechnology-

Enabledservicesincommunities,Which Meansthatasmartcityisnotjustaboutict,Butictis Critical.In Fact,Thesmart
UseofictTechnologieslsbeinglnvaluabletodealinaneffectivewaywiththecity
Challengesmentionedbefore. Inthiscontext, Inthispaperwe Havedemonstratedtwosuggestivesustainablesmartcityiot
Applications(l.E.Heatandelectricitymanagement,Andeco-
Consciouscruisecontrollerforpublictransportation)Alongwith Asetoftestsandallowingtechnologiesfortheir
Understanding.
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